Policy Name:

Privacy Policy

Policy Statement
This Privacy Policy outlines International Education Services Ltd's (IES) process for dealing with
personal information in accordance with the Privacy Act and other relevant legislation. IES is
committed to the responsible and transparent handling of personal information and respects an
individual’s right to know how the information will be collected, used, disclosed, stored and
disposed of.
In collecting personal information IES will comply with the privacy requirements of, and mandatory
reporting requirements of:
• the Australian Privacy Principles as set out in the Privacy Act 1988 and the Privacy
Amendment (Enhancing Privacy Protection) Act 2012;
• the Information Privacy Act 2009, including the Information Privacy Principles;
• the National Vocational Education and Training Regulator Act 2011, including the Data
Provision Requirements 2012;
• the Student Identifiers Act 2014;
• the ESOS Act 2000; and
• the Child Protection Act 1999 (Qld).
Exception in Relation to Employee Records:
Under the Privacy Act 1988 (Cth) (Privacy Act), the Australian Privacy Principles do not apply to an
employee record held by the employing entity. As a result, this Privacy Policy does not apply to
IES’s treatment of an employee record, where the treatment is directly related to a current or
former employment relationship between IES and employee.
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What kinds of personal information does IES collect?
The type of information IES collects and holds includes (but is not limited to) personal information,
including health and other sensitive information, about:
Students and where applicable parents and/or guardians ('Parents') before, during and after the
course of a student's enrolment:
•
•
•
•
•
•
•
•
•
•

name, contact details (including next of kin), date of birth, gender, language background,
previous school;
passport and visa details;
parents' education, occupation and language background;
medical information (e.g. details of health matters, absence notes, medical reports and
names of doctors);
attendance, conduct and complaint records, or other behaviour notes, academic progress
and reports; information about referrals to government agencies;
counselling reports;
health fund details and Medicare number;
any court orders;
volunteering information; and
photos and videos at events.
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Job applicants, staff members, volunteers and contractors:
• name, contact details (including next of kin), date of birth;
• information on job application;
• professional development history;
• salary and payment information, including tax file number and superannuation details;
• medical information (e.g. details of health matters, and medical certificates);
• complaint records and investigation reports;
• leave details;
• photos and videos at events, in accordance with IES’ Image Use policy;
• workplace surveillance information;
• vehicle information, applicable to those using IES’ car parks.
Education Agents:
•
•
•
•
•
•
•
•
•
•

agency name, including and trading names;
address(s), of head office as well as any relevant branches;
key contact people;
phone number(s);
email address(s);
applicable Territory(s);
ABN (for onshore agents);
copies of Agent Agreements;
copies of all relevant correspondence;
QEAC qualified persons details, including accessing profile information on the published
QAEC list.

Collection and use of personal information
IES uses personal information concerning staff, students and third parties in conducting its
business activities. Only personal information that is required for a lawful activity or function will
be collected.
Personal information will be collected in a way that is lawful, fair and not unreasonably intrusive to
the privacy of the individual concerned. IES will take reasonable steps to ensure that the
information collected is up to date, accurate and complete. Where it is reasonable and practicable to
do so IES will collect personal information directly from the individual concerned, rather than from
a third party.
When collecting information from the individual, IES will take reasonable steps to inform the
individual:
• why the information is being collected, and how it is intended to be used;
• IES’ authority to collect the information; and
• any third parties to whom IES routinely disseminates the information to.
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Should a person decline to provide the requested information it may not be possible for IES to
provide the person with the services. The person may be informed of the consequences of the
information not being provided.
If IES receives unsolicited personal information, we will consider if collecting that information
would have been reasonably necessary in the provision of the organisation's services. If collecting
the information would not have been reasonably necessary, IES will destroy the information. An
example of this is where a student has provided unnecessary personal details, considered sensitive
information, relating to their health, race or sexual preference to IES in the course of an enquiry.
How information is collected:
IES will generally collect personal information about an individual by way of forms filled out in
person, online via email or the website, and telephone calls. In some circumstances, IES may be
provided with personal information about an individual from a third party—for example, a medical
report or reference.

Foundation Year, STEM and English Pathway Students
In relation to personal information of students, the primary purpose of collection is to enable IES to
provide education for the student. This includes satisfying the needs of both student and parents as
applicable throughout the admissions process and enrolment at IES.
IES uses personal and academic information of students, and parents, collected with:
• Australian Commonwealth and State government agencies pursuant to obligation under
the ESOS Act and National Code 2018, and
• The University of Queensland for the purpose of subsequent enrolment into an
undergraduate program and ongoing contact during the undergraduate program.
IES will share the student’s academic and personal details with The University of Queensland for
the purpose of subsequent enrolment into an undergraduate program and ongoing contact during
the undergraduate program.
IES will provide all Australian government entities with information regarding the student as
requested and in accordance with the relevant legislation. In particular, student information may be
made available to Commonwealth and State agencies pursuant to obligation under the ESOS act and
National Code 2018. IES is required to advise Department of Home Affairs (DHA) of certain changes
to a student’s enrolment and any breach by a student of a student visa condition relating to
attendance or satisfactory academic performance (via PRISMS).

International Baccalaureate Diploma Programme (IBDP) Students
In relation to personal information of IBDP students and parents, IES’s primary purpose of
collection is to enable IES to provide education for the student. This includes satisfying the needs of
both students, and parents as applicable, throughout admissions process and enrolment at IES.
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IES uses personal information of IBDP students and parents collected for:
• correspondence with parents to keep them informed about matters related to their child's
schooling (including student’s progress reports)
• publication of School newsletters, magazines and articles on the website
• day-to-day administration including provision of personal information and data to the IB
• looking after students’ educational, social and medical wellbeing (including disclosing
student’s personal information and health information to medical practitioners in an
emergency)
• to request any previous school the student attended provide confirmation that all fees
associated with the student’s schooling have been paid in full
• the collection of debts owed
• seeking donations and other fundraising activities
IES may publish the contact details of parents in a class list and directory. If parents do not consent
to their contact details being published in a class list and/or directory, they must notify IES.

Disclosure of Personal Information
IES may disclose personal information, possibly including sensitive information, held about an
individual to:
• education institutions;
• government departments;
• medical practitioners;
• people providing services to IES, including specialist visiting teachers and sports coaches;
• recipients of IES publications and e-communication;
• parents/guardian;
• anyone to whom the student (or their parent/guardian if under 18) authorise IES to disclose
information to.
Disclosure of personal information overseas:
IES may disclose personal information about an individual to overseas recipients, for example to
education agents or to facilitate a school exchange. However, IES will not send personal information
about an individual outside Australia without:
• obtaining the consent of the individual (in some cases this consent will be implied)
• otherwise complying with the Australian Privacy Principles or other applicable privacy
legislation.
IES may use online or 'cloud' service providers to store personal information and to provide
services to IES that involve the use of personal information, such as services relating to email,
instant messaging and education and assessment applications. Some limited personal information
may also be provided to these service providers to enable them to authenticate users that access
their services. This personal information may be stored in the 'cloud' which means that it may
reside on a cloud service provider’s server which may be situated outside Australia.**
An example of such a cloud service provider is Google. Google provides the 'Google Apps for
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Education' (GAFE) including Gmail, and stores and processes limited personal information for this
purpose. School personnel and the AIS and its service providers may have the ability to access,
monitor, use or disclose emails, communications (e.g. instant messaging), documents and
associated administrative data for the purposes of administering GAFE and ensuring its proper use.
** [If GAFE is not applicable to your School, replace this paragraph with one relevant to the
platform used by the School (e.g. Microsoft 365)]
The data centres where the personal information is likely to be kept are located in the USA, Taiwan,
Singapore, Ireland, Netherlands and Belgium. ** [If GAFE is not applicable to your School, replace
this paragraph with the server locations (if practicable) of the applicable cloud product.]
Disclosure of personal information overseas for IB students, parents and staff:
The International Baccalaureate Organisation (IB), a Swiss foundation, with a registered address at
Route des Morillons 15, 1218 Le Grand-Saconnex, Geneva, Switzerland and/or its affiliates owns
and operates several websites, including www.ibo.org. The IB is committed to protecting the
privacy of students, parents, educators and others who use our websites, services and products.
The IB operates on a global basis and is subjects to a variety or legal requirements which affect how
they treat personal data and information. Their Privacy Policy https://www.ibo.org/terms-andconditions/privacy-policy/ describes how your personal data and information may be collected
through the IB’s services and how it is used, disclosed and transferred.

Updating personal information
It is important that personal information IES collects is accurate, complete and up-to-date. IES will take

reasonable steps to make sure that the personal information it collects uses or discloses is accurate,
complete and up-to-date. Members of the IES community are asked to keep IES informed of any changes
to personal information and can contact IES at any time to update personal information held by IES.

IES will only keep personal information for the term required by IES, for any purpose for which we
may use or disclose it, unless we are required by or under an Australian law or a court order to retain it.

Security of personal information
IES College will take reasonable steps to protect the personal information they hold from misuse,
interference and loss, unauthorised access, modification or disclosure by use of various methods
including locked storage of paper records and password access rights to electronic records.
Any data relating to personally identifiable information will additionally be subjected to
encryption-based services for data in transit (TLS\SSL) as well as data at rest (SHA-based hash
algorithms) to ensure confidentiality and data integrity

Privacy Breaches
All staff are responsible for reporting any breaches of this Policy to the Compliance Manager as
soon as practicable after the breach has been identified. Following notification, management will:
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•
•

for minor breaches of the Policy: liaise with the relevant department on the necessary
actions required to prevent a similar breach from occurring
for major breaches of the Policy: instigate an investigation into the breach.

The General Manager must be informed of breaches of this policy or procedure and any actions
arising out of any investigations. A breach of this policy or procedure may, depending on the
circumstances, constitute a breach of IES’s Staff Code of Conduct Policy.
Notifiable Data Breaches:
In adherence with the Privacy Act, under the Notifiable Data Breach scheme, it is mandatory for IES
to report all eligible data breaches to the Office of the Australian Information Commissioner (OAIC).
An eligible data breach will occur if:
• there is unauthorised access to, unauthorised disclosure of, or loss of, personal information
held by IES, and
• a reasonable person would conclude that the access, disclosure or loss would be likely to
result in serious harm to any of the individuals to whom the information relates.
In the event of a data breach, IES College will contain the data breach to prevent any further
compromise of personal information; assess the data breach by gathering the facts and evaluating
the risks, including potential harm to affected individuals and, where possible, taking action to
remediate any risk of harm.
If IES has reasonable grounds to believe that an eligible data breach has occurred in these
circumstances, it will notify the Office of the Australian Information Commissioner (OAIC) and the
affected individuals of the breach. A review of the incident will be undertaken and actions taken to
prevent future breaches.

Requesting details of own personal information
Under the Privacy Act, an individual has the right to obtain access to any personal information that
IES holds about them and to advise IES of any perceived inaccuracy. All requests to access any
information IES holds must be made to the General Manager in writing.
IES may be required to verify the persons’ identity and specify what information they require. IES
may charge a fee to cover the cost of verifying the application, locating, retrieving, reviewing and
copying any material requested. If the information sought is extensive, IES will advise the likely cost
in advance. IES will seek to handle all requests for access to personal information as quickly as
possible.
Requesting details of personal information of students under 18:
IES respects every parent's right to make decisions concerning their child's education. Generally,
IES will refer any requests for consent and notices in relation to the personal information of a
student to the student's parents. IES will treat consent given by parents as consent given on behalf
of the student, and notice to parents will act as notice given to the student.
As mentioned above, parents may seek access to personal information held by IES about them or
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their child by contacting the General Manager. However, there will be occasions when access is
denied. Such occasions would include where release of the information would have an
unreasonable impact on the privacy of others, or where the release may result in a breach of IES ‘s
duty of care to a student.
IES may, at its discretion, on the request of a student grant that student access to information held
by IES about them, or allow a student to give or withhold consent to the use of their personal
information, independently of their parents. This would normally be done only when the maturity
of the student and/or the student's personal circumstances warrant it.

Privacy Complaints
If an individual believes that their privacy has been breached, a complaint should be made in
writing to the General Manager via:
• email – Balveren@fdn.uq.edu.au
• mail – PO Box 989 Spring Hill QLD 4004 Australia
• fax - + 61 (0) 7 3832 9850
so that the complaint can be investigated. An investigation will be conducted and IES will respond
in writing.
If the complaint is not resolved to the individual's satisfaction, and more than 30 business days

have passed since the complaint was made to IES, the individual may lodge a complaint with the
OAIC. If the person lodging the complaint has any queries about how to do so, they can contact the
OAIC by enquiries@oaic.gov.au or 1300 363 992
Policy Availability:
This Privacy Policy will be available for students, parents/guardians, staff and other stakeholders
on IES websites and by request to the Compliance and Policy Manager. It is also available to staff via
the staff intranet (myIES).

References:
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•
•
•
•
•
•
•
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Privacy Act 1988
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Relevant Industrial
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•
•

•
•

Information Privacy Regulations 2009
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Providers of Education and Training to Overseas Students
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Related Policies:

•
•
•
•

Copyright Policy
Records Management Policy
Staff Code of Conduct Policy
Image Use Policy

Related Procedures:

•

Records Management Procedure

Others (reference
documents & forms):

•
•
•

Terms of Enrolment
Student Handbook
Release form – Image Consent

Definitions:
Personal Information

Sensitive Information

Australia Privacy
Principles (APPs)
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The Privacy Act 1988 defines personal information as
information or an opinion, whether true or not and whether
recorded in a material form or not, about an identified
individual, or an individual who is reasonably identified.
Information or opinion about an individual’s – racial or ethnic
origin; political opinions; membership of a political association;
religious beliefs or affiliations; philosophical beliefs;
membership of a professional or trade association; membership
of a trade union; sexual preferences or practices; or criminal
record that is also personal information.
APPs are a set of 13 principles governing the collection,
management, use, disclosure and transfer of personal
information.
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